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(- ) Collect domestic and foreign climate change
adaptation platform’s functional structure, service
and data management status, establish "Climate Change
Research Center Intelligent Service Platform"
operational framework

= Plan the "Climate Change Research Center Intelligent
Service Platform" database structure, "Metadata
Database" data management format and One Hub service
framework

(=) Establish climate change resilience adaptation
knowledge base, and provide industry adaptation
operation guidelines through audience segmentation
concept

(2 ) Set industry adaptation examples, display climate
change 1mpacts on map platform, consolidate future
climate scenario applications and development
directions

(7 ) Ensure "Climate Change Research Center Intelligent
Service Platform" system’ s security in terms of
access control, operating environment, data backup,
and information security

(=) Collect noise sensor data sources, data preservation
status and data formats from "Strengthening National
Environmental Testing Smart Transformation Plan",
compile related information and analyze feasible data
transmission specifications
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The "Preliminary Development Plan for Building an
Intelligent Service Platform at the Climate Change Research
Center" 1s a project initiated to address climate change issues
and Taiwan' s adaptation policy needs. The project’s primary goal
1s to develop an integrated digital service platform supporting
national climate change adaptation decision-making and
management. Initially, the project reviewed Taiwan's existing
climate change resilience adaptation management system and
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analyzed cross-ministerial coordination mechanisms. Our team
conducted comprehensive research on domestic and international
platforms, studying their functional frameworks, operational
models, and service content as references for platform planning.

In terms of system development, the project established
preliminary adaptation knowledge bases, 1including metadata
databases and climate adaptation knowledge bases as core
components. We conducted initial architectural planning for the
data exchange center, focusing on data standardization and
quality management to ensure reliable and consistent information
services. The project also 1implemented robust 1information
security mechanisms, 1including access control and backup
strategies, to maintain platform stability and data security.

To ensure platform sustainability, comprehensive training
programs were developed to familiarize wusers with system
operations. Looking ahead, the project 1dentified several key
development directions: expanding data collection scope,
enhancing cross-disciplinary data integration, 1mproving
intelligent service functions such as decision support systems,
and strengthening connections with international climate change
research communities. Overall, this project has established
crucial 1nfrastructure for <climate change research and
adaptation work, providing Taiwan with essential information
support tools and contributing significantly to national climate
resilience.
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"station_id": "Exifr o) B T SR,
"timestamp": "YYYY-MM-DDTHH:mm:ss+08:00",
"location": {
"latitude": 25.xxxxx,
"longitude": 121.xxxxx,
"height": 1.5
2
"measurements": {
"noise_level":65.5,
"wind_speed": 2.1,
"background_noise":45.0
2
"device_info": {
"manufacturer": "[ihE",
"model": "FUGE",
"serial_number": "Fi",
"calibration_date":"YYYY-MM-DD"
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Scan of cccisp.gi-tech.com.tw

Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Server information
Responsive

Server OS

Server technologies

Application build
Threat level

Acunetix Threat Level 0

No vulnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found
/A Critical

A High
~ Medium

v Low

O O O O o o

® Informational

2024-12-09T14:08:18.867165+08:00
https://cccisp.gi-tech.com.tw/Index
cccisp.gi-tech.com.tw

8 minutes, 35 seconds

Full Scan

Microsoft-11S/10.0

True

Windows

ASP.NET

24.10.241106172



Alerts summary

® Content Security Policy (CSP) Not Implemented

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 0.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-1021
Affected items Variation
Web Server 1

® HTTP Strict Transport Security (HSTS) Errors and Warnings

Classification



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

® Outdated JavaScript libraries

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

® Permissions-Policy header not implemented

Classification

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-937
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

® Subresource Integrity (SRI) Not Implemented

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

® Version Disclosure (lIS)

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:.L/VA:N/SC:
N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-830
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation
1



Alerts details

® Content Security Policy (CSP) Not Implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js
Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks.

Content Security Policy (CSP) can be implemented by adding a Content-Security-Policy header. The value of this header
is a string containing the policy directives describing your Content Security Policy. To implement CSP, you should define
lists of allowed origins for the all of the types of resources that your site utilizes. For example, if you have a simple site that
needs to load scripts, stylesheets, and images hosted locally, as well as from the jQuery library from their CDN, the CSP
header could look like the following:

Content-Security-Policy:
default-src 'self';
script-src 'self' https://code.jquery.com;

It was detected that your web application doesn't implement Content Security Policy (CSP) as the CSP header is missing
from the response. It's recommended to implement Content Security Policy (CSP) into your web application.

Impact
CSP can be used to prevent and/or mitigate attacks that involve content/code injection, such as cross-site scripting/XSS

attacks, attacks that require embedding a malicious resource, attacks that involve malicious use of iframes, such as
clickjacking attacks, and others.

Recommendation

It's recommended to implement Content Security Policy (CSP) into your web application. Configuring Content Security
Policy involves adding the Content-Security-Policy HTTP header to a web page and giving it values to control resources
the user agent is allowed to load for that page.

References

Content Security Policy (CSP)_(https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP)
Implementing_Content Security Policy (https://hacks.mozilla.org/2016/02/implementing-content-security-policy/)

Affected items

Web Server

Details


https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

Paths without CSP header:

« https://cccisp.gi-tech.com.tw/Index

« https://cccisp.gi-tech.com.tw/Error

« https://cccisp.gi-tech.com.tw/

« https://cccisp.gi-tech.com.tw/AboutMe

« https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustKnowledge
« https://cccisp.gi-tech.com.tw/DataService/InterpretDatabase

« https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustArticle_01

Request headers
GET /Index HTTP/1.1

Referer: https://cccisp.gi-tech.com.tw/Index

Cookie:

.AspNetCore.Antiforgery.7EQAT 9HbBrQ=CfDJ8AEN3umOBP9PgyxQUdnHb61ixwK5PQX3yAQFMyMjMI68qSfR-
tf CsBEweOnwCc4PnnN9i6XIslU8nWaube5uTWa6oKCTvhkms1HCMJI]1x0YybBLV-
PziDIob9K5vs7j4u68YovK8CV7X60JDMSRstgk

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/126.0.0.0 Safari/537.36

Host: cccisp.gi-tech.com.tw

Connection: Keep-alive

® HTTP Strict Transport Security (HSTS) Errors and Warnings

Severity Informational
Reported by module /httpdata/HSTS not_implemented.js
Description

HTTP Strict Transport Security (HSTS) instructs a web browser to only connect to a web site using HTTPS. It was detected

that your web application's HTTP Strict Transport Security (HSTS) implementation is not as strict as is typically advisable.

Impact

HSTS can be used to prevent and/or mitigate some types of man-in-the-middle (MitM) attacks

Recommendation

10



It is recommended to implement best practices of HTTP Strict Transport Security (HSTS) in your web application. Consult
web references for more information.

References

hstspreload.org_(https://hstspreload.org/)

Affected items

Web Server
Details
URLs where HSTS configuration is not according to best practices:
« https://cccisp.gi-tech.com.tw/Index - max-age is less that 1 year (31536000); No includeSubDomains directive
« https://cccisp.gi-tech.com.tw/Error - max-age is less that 1 year (31536000); No includeSubDomains directive
« https://cccisp.gi-tech.com.tw/ - max-age is less that 1 year (31536000); No includeSubDomains directive
« https://cccisp.gi-tech.com.tw/AboutMe - max-age is less that 1 year (31536000); No includeSubDomains directive
« https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustKnowledge - max-age is less that 1 year (31536000); No
includeSubDomains directive
« https://cccisp.gi-tech.com.tw/DataService/InterpretDatabase - max-age is less that 1 year (31536000); No
includeSubDomains directive

« https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustArticle_01 - max-age is less that 1 year (31536000); No
includeSubDomains directive

Request headers
GET /Index HTTP/1.1

Referer: https://cccisp.gi-tech.com.tw/Index

Cookie:

.AspNetCore.Antiforgery. 7EqAT9HbBrQ=CfDJS8AEN3umOBPIPgyxQUAnHb61xwK5PQOX3yAQFMyMjMI68gSEfR~
tf CsBEweOnwCc4PnnN9i1i6XIslU8nWaube5uTWa6oKCTvhkmslHCMJI]1x0YybBLV—
PziDIob9K5vs7j4u68YovK8CV7X60IJDMSRstgk

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/126.0.0.0 Safari/537.36

Host: cccisp.gi-tech.com.tw

Connection: Keep-alive

® Outdated JavaScript libraries

Severity Informational

Reported by module /deepscan/javascript_library_audit_deepscan.js

Description

1"


https://hstspreload.org/
https://hstspreload.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

You are using an outdated version of one or more JavaScript libraries. A more recent version is available. Although your
version was not found to be affected by any security vulnerabilities, it is recommended to keep libraries up to date.

Impact

Consult References for more information.
Recommendation

Upgrade to the latest version.
References

Affected items
Web Server

Details

» Modernizr 2.6.2
o URL: https://cccisp.gi-tech.com.tw/AboutMe
o Detection method: The library's name and version were determined based on its dynamic behavior.
o References:
= https://github.com/Modernizr/Modernizr/releases

Request headers
POST /AboutMe HTTP/1.1

Referer: https://cccisp.gi-tech.com.tw/Index

Cookie:

.AspNetCore.Antiforgery. 7EqAT9HbBrQ=C£DJI8AENn3umOBPO9PgyxQUdnHb6gez0QMTDgG4jcMSb ohdCrr368y
OuEIlebzlnlv5uolj3xeesM33JE3fWyameTc VOhFD6RrYSKizShCTJHSeNbofEfdV7yQOCOcFrXAcxQ7dciuPtDm
XhVKSHvv5Z0vyE

Content-Type: application/x-www-form-urlencoded

Content-Length: 182

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/126.0.0.0 Safari/537.36

Host: cccisp.gi-tech.com.tw

Connection: Keep-alive

___RequestVerificationToken=CfDJ8AEN3umOBPI9PgyxQUdnHb6g0wWARILCOSFJIsRDhzh6NT-
GRxR5SmRDX3I73ML2NF KQEndAKCahKf98SxosA72bskaOmPDEJp9-623FHQNVE]JLYSx8-Po8YCibgdygrn-
2y1vvMGbsFb6z4Ugzrb4NSw

12


https://www.invicti.com/support/how-invicti-identifies-outofdate/
https://www.invicti.com/support/how-invicti-identifies-outofdate/

® Permissions-Policy header not implemented

Severity Informational
Reported by module /httpdata/permissions_policy.js
Description

The Permissions-Policy header allows developers to selectively enable and disable use of various browser features and
APls.

Impact
Recommendation

References

Permissions-Policy / Feature-Policy (MDN)_(https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy)
Permissions Policy (W3C)_(https://www.w3.org/TR/permissions-policy-1/)

Affected items

Web Server
Details
Locations without Permissions-Policy header:
« https://cccisp.gi-tech.com.tw/Index
« https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustKnowledge
« https://cccisp.gi-tech.com.tw/Error
« https://cccisp.gi-tech.com.tw/AboutMe
« https://cccisp.gi-tech.com.tw/DataService/InterpretDatabase

« https://cccisp.gi-tech.com.tw/
« https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustArticle_01

Request headers

GET /Index HTTP/1.1

Referer: https://cccisp.gi-tech.com.tw/Index

Cookie:

.AspNetCore.Antiforgery.7EQAT 9HbBrQ=CfDJI8AEN3umOBPIPgyxQUdnHb6ixwK5PQX3yAQFMyMiMI68gS R~
tf CsBEweOnwCc4PnnN9i6XIslU8nWaube5uTWa6oKCTvhkms1HCMJI]1x0YybBLV-
PziDIob9K5vs7j4u68YovK8CV7X60JDMSRstgk

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/126.0.0.0 Safari/537.36

Host: cccisp.gi-tech.com.tw

Connection: Keep-alive

13


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy
https://www.w3.org/TR/permissions-policy-1/
https://www.w3.org/TR/permissions-policy-1/

® Subresource Integrity (SRI) Not Implemented

Severity Informational
Reported by module /RPA/SRI_Not_Implemented.js
Description

Subresource Integrity (SRI) is a security feature that enables browsers to verify that third-party resources they fetch (for
example, from a CDN) are delivered without unexpected manipulation. It works by allowing developers to provide a
cryptographic hash that a fetched file must match.

Third-party resources (such as scripts and stylesheets) can be manipulated. An attacker that has access or has hacked the
hosting CDN can manipulate or replace the files. SRI allows developers to specify a base64-encoded cryptographic hash of
the resource to be loaded. The integrity attribute containing the hash is then added to the <script> HTML element tag. The
integrity string consists of a base64-encoded hash, followed by a prefix that depends on the hash algorithm. This prefix can
either be sha256, sha384 or sha512.

The script loaded from the external URL specified in the Details section doesn't implement Subresource Integrity (SRI). It's
recommended to implement Subresource Integrity (SRI) for all the scripts loaded from external hosts.

Impact
An attacker that has access or has hacked the hosting CDN can manipulate or replace the files.
Recommendation

Use the SRI Hash Generator link (from the References section) to generate a <script> element that implements
Subresource Integrity (SRI).

For example, you can use the following <script> element to tell a browser that before executing the
https://fexample.com/example-framework.js script, the browser must first compare the script to the expected hash, and
verify that there's a match.

<script src="https://example.com/example-framework.js"
integrity="sha384-oqVuAfXRKap7fdgcCY5uykM6+RIGQ8K/uxy9rx7HNQ1IGY11kPzQholwx4JwY8wC"
crossorigin="anonymous"></script>

References

Subresource Integrity (https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity)
SRI Hash Generator (https://www.srihash.org/)

Affected items

Web Server
Details

Pages where SRl is not implemented:

« https://cccisp.gi-tech.com.tw/Index
Script SRC: https://code.jquery.com/jquery-3.7.1.js

Request headers
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https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity
https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity
https://www.srihash.org/
https://www.srihash.org/

GET /Index HTTP/1.1

Referer: https://cccisp.gi-tech.com.tw/Index

Cookie:

.AspNetCore.Antiforgery.7EQAT 9HbBrQ=CfDJI8AEN3umOBPIPgyxQUdnHb6ixwK5PQX3yAQFMyMjMI68qSfR-
tf CsBEweOnwCc4PnnN9i6XIslU8nWaube5uTWa6oKCTvhkms1HCMJI]1x0YybBLV-
PziDIob9K5vs7j4u68YovK8CV7X60JDMSRstgk

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/126.0.0.0 Safari/537.36

Host: cccisp.gi-tech.com.tw

Connection: Keep-alive

® Version Disclosure (lIS)

Severity Informational
Reported by module /Scripts/PerServer/ASP_NET_Error_Message.script
Description

The HTTP responses returned by this web application include a header named Server. The value of this header includes
the version of Microsoft IIS server.

Impact
The HTTP header may disclose sensitive information. This information can be used to launch further attacks.
Recommendation

Microsoft 1S should be configured to remove unwanted HTTP response headers from the response. Consult web
references for more information.

References

Remove Unwanted HTTP Response Headers (https://blogs.msdn.microsoft.com/varunm/2013/04/23/remove-unwanted-
http-response-headers/)

Affected items

Web Server
Details

Version information found:

Microsoft-IIS/10.0

Request headers
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https://blogs.msdn.microsoft.com/varunm/2013/04/23/remove-unwanted-http-response-headers/
https://blogs.msdn.microsoft.com/varunm/2013/04/23/remove-unwanted-http-response-headers/
https://blogs.msdn.microsoft.com/varunm/2013/04/23/remove-unwanted-http-response-headers/

GET /|~.aspx HTTP/1.1

Accept:

text/html,application/xhtml+xml, application/xml;qg=0.9,*/*;9=0.8

Accept-Encoding: gzip,deflate,br

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

Gecko)

Chrome/126.0.0.0 Safari/537.36

Host: cccisp.gi-tech.com.tw

Connection: Keep-alive

(KHTML,

like

16



Scanned items (coverage report)

https://cccisp.gi-tech.com.tw/
https://cccisp.gi-tech.com.tw/AboutMe
https://cccisp.gi-tech.com.tw/css/
https://cccisp.gi-tech.com.tw/css/external/
https://cccisp.gi-tech.com.tw/css/external/fontawesome-all.css
https://cccisp.gi-tech.com.tw/css/external/swiper-bundle.min.css
https://cccisp.gi-tech.com.tw/css/internal/
https://cccisp.gi-tech.com.tw/css/internal/animation.css
https://cccisp.gi-tech.com.tw/css/internal/global.css
https://cccisp.gi-tech.com.tw/css/internal/Grid.css
https://cccisp.gi-tech.com.tw/css/internal/GridSystem.css
https://cccisp.gi-tech.com.tw/css/internal/Index.css
https://cccisp.gi-tech.com.tw/css/internal/Layout.css
https://cccisp.gi-tech.com.tw/css/internal/Reset.css
https://cccisp.gi-tech.com.tw/DataService/
https://cccisp.gi-tech.com.tw/DataService/InterpretDatabase
https://cccisp.gi-tech.com.tw/Error
https://cccisp.gi-tech.com.tw/images/
https://cccisp.gi-tech.com.tw/images/content/
https://cccisp.gi-tech.com.tw/images/ico/
https://cccisp.gi-tech.com.tw/images/index/
https://cccisp.gi-tech.com.tw/Index
https://cccisp.gi-tech.com.tw/js/
https://cccisp.gi-tech.com.tw/js/external/
https://cccisp.gi-tech.com.tw/js/external/modernizr.js
https://cccisp.gi-tech.com.tw/js/external/swiper-bundle.min.js
https://cccisp.gi-tech.com.tw/KnowledgeBase/
https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustArticle_01
https://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustKnowledge
https://cccisp.gi-tech.com.tw/webfonts/
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:ElleEU BEnEE BERRR HERHRP BARER | B i ES BERE L
ARSKERBEIEE - a2 - b3 TCCIP FIREKEH) csv 2023/8/17 FEgEy | Ues//CaD.NCNNALEOV [ o ) 1 T
ARSKERBEIEE - BRiEE - P8 TCCIP AREKEE csv 2023/8/17 FEMEH M@‘M& BEALETHE
ARSKERBEIEM - IRt - B TCap ABEKEH) v 2023/8/17 FemEs |ooes BEATHTH
ARSKERBEIEIR - FIRIEIE - R0 Tcap FIRSEKEEARER csv 2023/8/17 FEHEH BB ALETE
?ﬁi%ﬁ“‘“m LitFIFA ARSI B EIEE - ERIEIE - Tcep & TCCIP BT FTAERA|csv 2024/7/1 REHEHR BEATRETHE
BEREE ARSISEBEIEIE - MIRIEIE - Tcep & TCCIP BT FTAERA|csv 2023/8/17 TEHEH BEATRETHE
HEERERNG - TiFA ARSEKBEIEIT - PERRIEIE - Tcep &/ TCCIP BT FTAERA|csv 2024/7/1 FEHEH BEATAETE
EELEREYSHEMY ARSEEEBEIRIT - REIEE - Tcep &/ TCCIP BT FTAERA|csv 2023/8/17 FEHEHR BEATRETHE
EELEREYSHEY ARSEEEBEIRIT - ERIEIE - Tcep & TCCIP BT FTAERA|csv 2023/8/17 FEHEHR VmE AL BT H
BEREE TCCIP fEFRTCCIPEEEL Y ARS #f| csv 2023/8/17 REBEH BEALHETE
BEREE TCCIP fEFRTCCIPEEEL Y ARS #f| csv 2023/8/17 REHEH Vs A S AE T E
EELSEATNSHEM  BF AR5§]J7Jﬂ REA&AR - Tcep 2022/7/25 REHPEH REATRETH
EEEEATYSEM 1EE‘AR5§]J7JIX$EJ§E§ i - Tcep 2022/7/25 TEHEH BEATRETHE
EEEEATYSEM 1EE\AR5§)J7JIX§EJ§EJ§ - Tcep 2022/7/25 FEHEH BEEATEETE
EEEEATYSEM 1EE\AR5§)J7JIK§EJ§EJ§M - Tcep 2022/7/25 FEHEH BEEATEETE
EEEEATYSEM 1EE\AR5§)J7JIX§EJ§EJ§ Tcep 2022/7/25 FEHEHR VmE AL BT H
EEEERENSRE - BRAREHIEREAE Tceip 2022/7/25 REHEH EEASETH
EELEEATYSEM 1EE\AR5§)J7JIK§EJ§EJ Tcep 2022/7/25 FEHEH Vs A S AE T E
EEEEATYSEM 1EE\AR5§)J7JIX§EJ§EJ§ - Tcep 2022/7/25 FEHEH BEEATEETE
BELERENSHRMY 112E§‘AR5§]J7JIX§EJ§)EJ§4 TCCIP 2022/7/25 AEHEH REATRETH
EEEEATYSEM 1EE\AR5§)J7JIX§EJ§EJ§ Tcep 2022/7/25 FEHEH BEEATEETE
EEEEATYSEM 1EE\AR5§)J7JIK§EJ§EJ§M - Tcep 2022/7/25 FEHEHR BEATRETHE
EELSERTYSEM  BEARENEREAER - TR - R4 Tcep 2022/7/25 FEHEHR VmE AL BT H
=il ARSBEEIER ERAEISIE - 250 - TCCIP 2023/11/21 AEHEH REATRETH
=il ARSBEEEREREHL - 25 - 22 Tccp 2023/11/21 AEHEH Y mE AL BT
EELERTYSHEM  BEARRFEEBHRIEE - REER-2 Tcep 2024/2/5 FEHEHR BEATRETHE
=il PEFREIR - Tccp 2024/2/5 AEHEH REATRETH
EEEEATYSEM EF%\ARG%M REH - Tcep fiﬁﬁwcc%ﬁﬁﬁ% csv 2024/2/5 FEHEH REATRETH
EEEEATYSEM EF%\ARG%M REB&ER - Tcep ARERHEFIPCCE /N EA csv 2024/2/5 FEHEHR BEATRETHE
BELERENSHRMY ﬁ%EﬂARG%%ﬂ@EEEﬁ Tccp EFRIPCCES /N HA| csv 2024/2/5 AEHEH VBB ALETH
Ex) Tcap AERHEFIPCCE 7N HBA| csv 2024/2/5 T giE BEALRETHE
EELEATYSEMY 0 Tcep 1 FIPCCER /N B csv 2024/2/5 FEHEH Y EBALETE
RELERENSIEM - | - TCcip ARFRHE FIIPCCE AN csv 2024/2/5 FEMEH BEASEETE
EELERTYSEM  BEARHRTERERER - Tcep ARERHEFIPCCE /N EA| csv 2024/2/5 FEHEH REATRETH
3 ARG IR ERE R - Tcep ARERHEFIPCCE/NEA csv 2024/2/5 FEHEH BEATAETE
RELERENSHN TReADASIRIREELE - HHR - 28 Tcep ERABLRERES o 2023/7/28 TEHEH BEATAETE
=i Tcep FIFARS A& PEREHE|csv 2022/7/25 REMEH VmE AL BT H
=i Tcep FIFARS A& PEREHE|csv 2022/7/25 REMEH BEALRETE
=i Tcep FIFARS A& PEREHE|csv 2022/7/25 REMEH VmE AL BT H
=i Tcep FIFARS A& PEREHE|csv 2022/7/25 REMHEH BEALRETE
(43 (L FL%%EHE*“ - ZamisR - bEiE Tcap AERUBEARRZEYcsv 2022/7/25 TEHEH BEATRETHE
(43 BLERERIEE - ZREE - TEEE Tcep 2022/7/25 FEHEH BEATRETHE
BE BLIERERIER - ERIEE - PHiE Tccp 2022/7/25 AEHEH REATRETH
(43 BLERERIEE - ZRIEE - REAE Tccp 2022/7/25 FEHEHR VmE AL BT H
(43 BLERERIEE - ZREE - BFEE Tcep 2022/7/25 TEHEH BEATRETHE
(43 BLERERER - TREE - EMtE Tccp 2022/7/25 FEHEHR VmE AL BT H
(43 EBLERERIEE - ZRIEE - TRIEE Tcep 2022/7/25 TEHEH BEATRETHE
EELEREYSHEMY BRICBEREEER - A5 - 638 Tcep 2022/7/25 TEHEH BEATRETHE
EELEREYSHEY BIRLEER) H5Y& - P Tcep 2022/7/25 FEHEH BEATRETHE
EELEREYSHEMY BRICBEREEER - A5 - &5 Tcep 2022/7/25 TEHEH BEATRETHE
EELEREYSEMY BIREEE HEY& - =5 Tccp 2022/7/25 FEHEH VmE AL BT H
RELERENSHMY - BER|4 -EE TCCIP 2023/1/1 =53 BEATRETEH
BELERENSHMY - BE|4 TCCIP 2023/1/1 =53 Y mE AL BT
EELEATYSEM - BE4 Tcep 2023/1/1 SE REATRETH
=il Tccp 2023/1/1 =53 REATRETH
TR TCCIP EAPRIFFERAKLP|csv 2023/1/1 RSN EEALBETE
EELEATYSEM  BE4 Tcep AERNEAZEEFE v 2023/1/1 =23 BEATAETE
BELERENSHMY - BE|4 TCCIP EEBE v 2023/1/1 =53 Y mE AL BT
RELERENSHMY - BER|4 TCCIP B#Ef csv 2023/1/1 =53 BEATRETEH
=i Tcep AERNEAZEEFE|csv 2023/1/1 SE VmE AL BT H
=i =i} Tccp 8 FAWRF(Weather Resez csv 2024/3/29 REMEH BEALRETE
2 E - PER TCCP 1= FAWRF(Weather Resez| csv 2024/3/29 REHEH EBATEETE
=8 ELRRERE -8 Tcep 8 FAWRF(Weather Resez csv 2024/3/29 REHEH BEALRETE
=8 REBEER - SR Tccp 8 FAWRF(Weather Resez csv 2024/3/29 REHEH BEALRETE
EESEATYSEM - BF - 1680 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH VmE AL BT H
EEEEATYSEM ﬁzEﬂ - Tcep & FAWRF(Weather Resez|csv 2024/3/29 TEHEH BEATRETHE
EEEEATYSEM ﬁzEﬂ - B Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH VmE AL BT H
BELERENSHRMY ﬁzEﬂ -RE Tcep & FAWRF(Weather Resez|csv 2024/3/29 TEHEH BEATAETE
EELEEATYSEM ﬁzEﬂ E E3R - 1658 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EEEEATYSEM ﬁzEﬂ ErRrEEE €38 - P Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEEATEETE
EEEEATYSEM ﬁzEﬂ RAEERER - RIER - & Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EEEEATYSEM ﬁzEﬂ -RE Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH Vs A S RE T E
EEEEATYSEM ﬁzEﬂ - 1650 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEEATEETE
EEEEATYSEM ﬁzEﬂ - Tcep & FAWRF(Weather Resez|csv 2024/3/29 TEHEH Vs A A RE T E
EEEEATYSEM ﬁzEﬂ -EE Tcep & FAWRF(Weather Resez|csv 2024/3/29 TEHEH BEATRETHE
EESEATYSEM - BF E -RE Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EELEREYSHEMY ErRrEEE & -dt3 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EELERTYSEY ARERER - H5E - P Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EELEREYSHEMY ®-E0 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH VmE AL BT H
EELEREYSHEY =0 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEEATEETE
HEAEETE R % - 463 TCCP 1= FAWRF(Weather Resez csv 2024/3/29 REHEH Vs A A BE TR
HEAEETE G & - PEp TCCP 1= FAWRF(Weather Resez| csv 2024/3/29 REHEH EBATEETE
HEAEETE G E & - EEb TCcP 1= FAWRF(Weather Resez| csv 2024/3/29 REHEH EBATEETE
MR, ELREERE % - AL Tccp & FAWRF(Weather Resez csv 2024/3/29 REBEH BEALRETE
EELEREYSHEY AIRERER - B - 4658 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EELEREYSHEMY - Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH VmE AL BT H
EELEREYSHEY -EE Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
RELERENSHN -REH Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH VmE AL BT H
EEEEATYSEM EE - 468 Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATAETE
EEEEATYSEM E - AEEE - A Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEATRETHE
EEEEATYSEM ﬁzFﬂ ERELREEZER - AHEE - EH Tcep & FAWRF(Weather Resez|csv 2024/3/29 FEHEH BEEATEETE



https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%8C%97%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%8C%97%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E4%B8%AD%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E4%B8%AD%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%8D%97%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%8D%97%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E4%B8%AD%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B0%B4%E8%B3%87%E6%BA%90%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E4%B8%AD%E9%83%A8&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E5%9D%A1%E5%9C%B0%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E5%9D%A1%E5%9C%B0%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B5%B7%E5%B2%B8%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%A2%A8%E9%80%9F%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=500m
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B5%B7%E5%B2%B8%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%A2%A8%E9%80%9F%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=500m
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B7%B9%E6%B0%B4%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E6%B7%B9%E6%B0%B4%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E8%BE%B2%E6%A5%AD%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E6%BA%AB%E5%BA%A6%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E8%BE%B2%E6%A5%AD%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E6%BA%AB%E5%BA%A6%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E8%BE%B2%E6%A5%AD%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
https://tccip.ncdr.nat.gov.tw/ds_03_mall_one.aspx?c=AR5%E8%BE%B2%E6%A5%AD%E5%8D%B1%E5%AE%B3%E6%8C%87%E6%A8%99&p=%E9%99%8D%E9%9B%A8%E6%8C%87%E6%A8%99&a=%E5%85%A8%E8%87%BA&r=5km
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1. REBEVIZETOEERSE S

® ZEHt : hitps://cecisp.gi-tech.com.tw/Index

2. RETRE

® it ¢ hittps://cccisp.gi-tech.com.tw/DataService/InterpretDatabase

3. PAEEAIERE

® ZEHt : hittps://cccisp.gi-tech.com.tw/KnowledgeBase/AdjustKnowledge

4, REFBEHRBES

® /FHE  https://cccisp-gis.gi-tech.com.tw/GISPlatform/GIS platform.aspx
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